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ABSTRACT: This paper proposes a  method of reversible data hiding in encrypted images (RDH-EI) based on 
progressive recovery and recovery of an enhanced rgb image in proposed manner. Three parties are involved in the 
framework, including the content owner, the data-hider, and the recipient. The content owner encrypts the original 
image using a stream cipher algorithm and uploads ciphertext to the server. The data-hider on the server divides the 
encrypted image into three channels and respectively embeds different amount of additional bits into each one to 
generate a marked encrypted image. On the recipient side, additional message can be extracted from the marked 
encrypted image, and the original image can be recovered without any errors. While most of the traditional methods use 
one criterion to recover the whole image, we propose to do the recovery by a progressive mechanism. Rate-distortion of 
the proposed method outperforms state-of-the-art RDH-EI methods. 
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I.INTRODUCTION 
 
Idea of reversible data hiding in encrypted images (RDH-EI) originates from reversible data hiding (RDH) in plaintext 
images [1][2]. It is feasible in the applications like cloud storage and medical systems. In cloud storage, a content 
owner can encrypt an image to preserve his/her privacy, and upload the encrypted data onto cloud [3][4]. On the cloud 
side, when managing huge amount of encrypted images, an administrator can embed additional messages (e.g., labels, 
time stamps, category information, etc.) into the ciphertext. This embedding not only saves the storage overhead, but 
also provides a convenient way of searching encrypted images. On the recipient side, when a user downloads the 
encrypted data containing additional messages from the server, he/she can losslessly recover the original images after 
decryption. Some attempts on RDH-EI have been made. In [5], a content owner encrypts the original image using 
stream enciphering, and a data-hider embeds additional bits into ciphertext blocks by flipping three least significant bits 
(LSB) of half the pixels in each block. On recipient side, the ciphertext image is decrypted 
and two candidates for each block are generated by flipping again. As the original block is smoother than the interfered, 
embedded bits can be extracted and original image can be losslessly recovered. This method was improved in [6] by 
exploiting spatial correlation between neighboring blocks to achieve a better embedding rate, which was further 
improved in [7] using a full embedding strategy to achieve larger embedding rate. Secure RDH EI can be ensured by 
public key modulation [8]. RDH-EI can also be realized in encrypted JPEG bitstreams by slightly modifying the 
encrypted data [9]. One problem in [5]-[9] is that data extraction can only be done after image decryption. Separable 
RDH-EI was proposed to resolve this problem, allowing one to extract hidden data directly from the encrypted image. 
In [10], the data-hider permutes and divides the encrypted pixels into segments, and compresses some LSB layers of 
each segment to fewer bits using a predefined matrix. The recipient extracts additional message from the marked 
encrypted image. After decryption, the original LSBs are recovered by comparing the estimated bits with the 
compressed. If higher bitplanes are used [11-13], better embedding rate can be achieved. Some RDH-EI methods were 
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also proposed to enlarge embedding rates by vacating embedding room before encryption, e.g., [14] and [15]. Rate-
distortion is important in RDH-EI. Rate stands for the embedding rate while Distortion the difference between the 
original image and the decrypted marked image. Users with only the decryption key always need to view the image 
content by decrypting the marked encrypted image directly. We limit the distortion to three LBS-layers in encrypted 
images, as [5]-[7] and [10], to preserve the decrypted image with good quality. Subjecting to this condition, we propose 
a progressive recovery based separable RDH-EI to achieve a better capability, which is an extension to our work in 
[10]. We divide the embedding procedure into three rounds to hide additional messages. Different from the traditional 
recovery using only one criterion, the progressively recovery uses three criterions. Guaranteed by the progressive 
mechanism, larger payloads can be achieved. 
 

II.PROPOSED SYSTEM 
 
The proposed system is illustrated in Fig. 1, including three parties: the content owner, the data-hider, and the recipient. 
The content owner encrypts the original image and uploads the encrypted image onto a remote server. The data-hider 
divides the encrypted image into three sets and embeds message into each set to generate a marked encrypted image. 
The recipient extracts message using an extraction key. Approximate image with good quality can be obtained by 
decryption if the receiver has decryption key. When both keys are available, the original image can be losslessly 
recovered by progressive recovery. 
A. Image Encryption 
When the content owner enciphers a grayscale image X sized M×N, the conventional stream cipher algorithm is used, 
such as the RC4, AES in the CTR mode (AES-CTR). 
 With an encryption key KENC, the key stream K with 8MN bits can be generated, and the ciphertext image is 
generated by J = Enc(X,K) = XK                                                                  (1) 
  where Enc(∙) and “” represent the encipher algorithm and the XOR operation respectively. Conversely, the 
plaintext image can be recovered by X = Dec(J,K) =J
B. Data Embedding 
On the server side, the data-hider embeds additional message into the ciphertext image. The pixels of the ciphertext 
image are divided into three sets: the Square, the Triangle, and the Circle. Hence, there are MN/4 pixels in the Square 
set, MN/4 pixels in the Triangle set, and MN/2 pixels in the Circle set.  
 Denote the pixels in the Square set, the Triangle set and the Circle set as  Sଵ ,	Sଶ ,	Sଷ respectively. With an 
embedding keyK୉୑୆, the data-hider pseudo-randomly permutes the encrypted pixels within each set. The data-hider 
divides each permuted set S୧ into segments, each of which contains  L୧ pixels (i=1,2,3). Generally, we have Lଵ>Lଶand 
Lଵ>Lଷ. Collect the bits of three LSB-layers in each segment, and denote these bits of each segment as the group B୧ 
(B୧)=[	B୧ k୧, 1), B୧ (k୧, 2), …, B୧(k୧, 3L୧)]T, where k୧ϵ[1, R୧] is the group index, Rଵ=[MN/(4Lଵ)] for Sଵ, Rଶ=[MN/(4Lଶ)] 
for S2, and Rଷ=[MN/(2Lଷ)] for Sଷ.  
C. Message Extraction and Progressive Recovery 
On the recipient side, additional messages can be extracted if the receiver has the key		K୉୑୆ . The marked encrypted 
mage is separated to the Square set, the Triangle set and the Circle set again. With the embedding key, the recipient 
permutes pixels in each set independently, and divides the permuted sets into segments, each of which contains 	L୧ 
(i=1,2,3) pixels. Collect the bits of three LSB-layers in each segment and reconstruct the groups Bᇱ

୧(k୧)=[		c୧ (k୧, 1), C୧ 
(k୧, 2), …, C୧ (k୧, 3L୧–P), A୧ (k୧, 1), A୧ (k୧, 2), …, A୧(k୧, P)]T (k୧ϵ[1, R୧]). From each group, the additional bits 
[A୧	(k୧, 2), … , A୧	(k୧, P)]	୘ are extracted. 
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Fig 2.frame work of proposed method 
 

III.EXTENSION TO THE PRPOSED SYSTEM 
 
A. Discrete Wavelet Transform (DWT) 
In numerical analysis and functional analysis, a discrete wavelet transform (DWT) is any wavelet transform for 
which the wavelets are discretely sampled. As with other wavelet transforms, a key advantage it has over Fourier 
transforms is temporal resolution: it captures both frequency and location information (location in time).  
 
HAAR WAVELET TRANSFORM 
The first DWT was invented by Hungarian mathematician Alfréd Haar. For an input represented by a list of 2௡ 
numbers, the Haar wavelet transform may be considered to pair up input values, storing the difference and passing the 
sum. This process is repeated recursively, pairing up the sums to prove the next scale, which leads to                                 
2௡-1 differences and a final sum. 

                            ᴪ(t) = ൞
1, 0 ≤ ݐ ≤ ଵ

ଶ
,

−1, ଵ
ଶ
≤ ݐ ≺ 1,

.݁ݏ݅ݓݎℎ݁ݐ݋	0

 

                      ϕ(t)=݂(ݔ) = ቄ 1,			0 ≤ ݐ < 1,
 ݁ݏ݅ݓݎℎ݁ݐ݋				,0

For every pair n, k of integers in Z, the Haar function ψn, k is defined on the real line R by the formula 
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ᴪ௡,௞(t)=2௡/ଶ ᴪ(2௡t – k), t ϵR. 
 
∫ ᴪ௡,௞(ݐ)ோ ݀ = 0,					ฮᴪ௡,௞ฮ

ଶ

௅మ	(ோ)
=  ∫ ᴪ௡,௞(ݐ)ଶோ dt =1 

The Haar functions are pairwise orthogonal, 
∫ ᴪ୬ଵ,୩ଵୖ (t)ᴪ୬ଶ,୩ଶ(t)dt = ᵟ୬ଵ,୬ଶ ᵟ୩ଵ,୩ଶ 
 where δi,j represents the Kronecker delta. Here is the reason for orthogonality: when the two supporting 
intervals   I୬ଵ,୩ଵ	and   I୬ଶ,୩ଶ	are not equal, then they are either disjoint, or else, the smaller of the two supports, say 
I୬ଵ,୩ଵ , is contained in the lower or in the upper half of the other interval, on which the function ᴪ୬ଶ,୩ଶ remains 
constant. It follows in this case that the product of these two Haar functions is a multiple of the first Haar function, 
hence the product has integral 0. 
The Haar system on the real line is the set of functions 
൛ᴪ୬,୩(t); nϵZ, kϵZൟ.  
B. Singular Value Decomposition 
In linear algebra, the singular value decomposition (SVD) is a factorization of a real or complex matrix. It is the 
generalization of the Eigen decomposition of a positive semi definite normal matrix (for example, a symmetric 
matrix with positive Eigen values) to any  m x n  matrix via an extension of the polar decomposition. It has many useful 
applications in signal processing and statistics. 
Formally, the singular value decomposition of an  m x n real or complex matrix  M is a factorization of the form  UƸV∗, 
where U is an m x m real or complex unitary matrix, Ƹ  is a m x n rectangular  diagonal matrix with non-negative real 
numbers on the diagonal, and V is an n x n real or complex unitary matrix. The diagonal entries σ୧ of Ƹ are know as 
singular values of M 
 The columns of U and the columns of V are called the left-singular vectors and right-singular vectors of M, 
respectively. 
The singular value decomposition can be computed using the following observations: 
 The left-singular vectors of M are a set of orthonormal eigenvectors of MM∗. 
 The right-singular vectors of M are a set of orthonormal eigenvectors of M∗M. 
 The non-zero singular values of M (found on the diagonal entries of Σ) are the square roots of the non-

zero eigenvalues of both M∗M and MM∗. 
Applications that employ the SVD include computing the pseudo inverse, least squares fitting of data, multivariable 
control, matrix approximation, and determining the rank, range and null space of a matrix. 
 

IV .EXPERIMENTAL RESULTS 
 

                
 
 
 

 
Fig 1.Output Of Existing System 

 
 

A)Original Image B)Secret Image C)Marked 
Encrypted Image 

D)Losslessly 
Recovered Image  
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Fig 2. Output of proposed system 

 
The proposed method is compared with the separable RDH-EI method in [10]. Both methods embed message into  
three LSB-layers of the encrypted image. Maximal embedding rates Re of the different images are shown in Table I, 
where Re stands for the embedding rate (bit-per-pixel, bpp). We use a parameter P=5 in the proposed method, equaling 
to S=5 in [10]. The parameter L used in [10] means the segment length. Other parameters also are listed in Table I. The 
results show that the proposed method achieves a better embedding rate. We also compare the average of maximal 
embedding rates in the proposed method with other methods. Algorithms in [5]~[7] and [10] are implemented in 50 
natural images sized 512×512 with various features. When calculating maximal embedding rates, we use P=5 and 
ensure the lossless recovery. All methods use three LSB-layers of the encrypted image for data hiding. 
 The previous reversible data hiding in encrypted image based on progressive recovery only for gray scale 
image , the rgb image recovery is not possible .So the proposed extension system provides the recovery of an rgb image 
with enhanced image format by using DWT and SVD algorithm .Here in this the image is segmented and compared 
nonlinearly and all the pixels are compared with LL,LH,HL,HH process to segment each pixel and count the 3 valued 
real numbers of LL,LH,HL for recovery of an original encrypted image without any loss. 
 The LSBs of three layers is counted and stored in host by embedding process and final image recovery 
completed by progressive recovery. 
 

V .CONCLUSION 
 
Based on our previous work, a new RDH-EI protocol for three parties is proposed in this paper. Main improvement is 
extending the traditional recovery to the progressive based recovery. The progressive recovery based RDH-EI provides 
a better prediction way for estimating the LSB-layers of the original image using three rounds, which outperforms 
state-of-the-art RDH-EI methods. Since RDH-EI is equivalent to a rate-distortion problem, capability of the method 
should be evaluated by both the distortion and the embedding rate. For a fair comparison, this paper limits the 
distortion to three LSB-layers, and accordingly improves the embedding rate. 
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